Dermatology and Cutaneous Surgery Institute, DCSI PA

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

Our Commitment to Your Privacy

DCSI is committed to protecting the privacy of health information. We are required by law to maintain the
privacy of your protected health information (PHI), provide you with this Notice of Privacy Practices (Notice)
of our legal duties and privacy practices regarding your PHI, and follow the terms of the Notice currently in
effect

This Notice tells you about the ways in which we may use and disclose health information about you. It also
describes your rights and certain obligations we have regarding the use and disclosure of your health
information.

The privacy practices described in this Notice will be followed by all members of the workforce at DCSI,
including health care professionals, employees, trainees, students, and volunteers. Additionally, third parties
(“business associates”) that provide services on our behalf will be required to comply with all applicable
provisions.

How We May Use and Disclose Health Information About You

The following sections describe different ways we may use and disclose your health information. We abide
by all applicable laws related to the protection of this information. Not every use or disclosure is listed. All of
the ways we are permitted to use and disclose health information, however, will fall within one of the
following categories:

Treatment.

We may use and disclose your health information to provide, coordinate, or manage your healthcare and
related services. This includes consultation with other healthcare providers regarding your treatment and
referral to another provider. For example, your primary care physician may share your health information
with a specialist to coordinate your care.

Payment.

We may use and disclose your health information to obtain payment for services we provide. This includes
billing activities, claims management, and collection activities. For example, we may send claims to your
health insurance company containing certain health information to obtain payment for services we provided.

Healthcare Operations.

We may use and disclose your health information for our healthcare operations, which include internal
administration and planning and various activities that improve the quality and cost-effectiveness of care. For
example, we may use health information to evaluate the performance of our staff, assess the quality of care,
or conduct training programs.



Other Uses and Disclosures We May Make Without Your Authorization:
As Required by Law. We may disclose health information when required by federal, state, or local law.

e Law Enforcement. We may disclose health information to law enforcement officials for law
enforcement purposes as permitted by law.

e Coroners, Medical Examiners, and Funeral Directors. We may disclose health information to
coroners, medical examiners, and funeral directors to carry out their duties.

e Organ and Tissue Donation. We may disclose health information to organizations involved in the
procurement, banking, or transplantation of organs, eyes, or tissue.

e Research. We may use or disclose health information for research purposes when an institutional
review board or privacy board has reviewed the research proposal and established protocols to
ensure the privacy of your information.

e To Avert a Serious Threat to Health or Safety. We may use or disclose health information when
necessary to prevent a serious threat to the health or safety of you, another person, or the public.

e Specialized Government Functions. We may disclose health information for military, national security,
protective services, or correctional institution purposes as authorized by law.

o Workers’ Compensation. We may disclose health information as authorized by workers’
compensation laws. ¢ Unless you say no, to anyone involved in your care or payment for your care,
such as a friend, family member, or any individual you identify.

Substance Abuse Treatment.

We are required to protect the privacy and security of your substance use disorder patient records in
accordance with 42 U.S.C. § 290dd-2 and 42 C.F.R. Part 2, the Confidentiality of Substance Use Disorder
Patient Records (“Part 2”), in addition to HIPAA and applicable state law. In a civil, criminal, administrative, or
legislative proceeding against an individual, we will not use or share information about your SUD treatment
records unless a court order requires us to do so (after notice and an opportunity to be heard is provided to
you, as provided in 42 CFR part 2) or you give us your written permission You may report suspected violations
to the U.S. Attorney for the judicial district in which the violation occurs. Contact information for the U.S.
Attorney office where we operate is below:

U.S. Attorney’s Office for the Southern District of Florida
99 N.E. 4th Street

Miami, FL 33132

Phone: (305) 961-9001
https://www.justice.gov/usao-sdfl

Suspected violations by an opioid treatment program may be reported to the Substance Use and Mental
Health Services Administration (SAMHSA), Opioid Treatment Program Compliance Office by phone at 204-
276-2700 or online at OTP-extranet@opiod.samhsa.gov.

Uses and Disclosures That Require Your Written Authorization:

We will obtain your written authorization before using or disclosing your health information for purposes
other than those described above. Specifically, we will obtain your authorization before using or disclosing:

e Psychotherapy notes (with limited exceptions)
e Health information for marketing purposes
e Health information in a manner that constitutes a sale of PHI

Additionally, with certain limited exceptions, we are not allowed to sell or receive anything of value in
exchange for your health information without your written authorization. If you provide us with authorization
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to use or disclose your health information about you, you may revoke your authorization, in writing, at any
time.

However, uses and disclosures made before the revocation of your authorization are not affected by your
action and we cannot take back any disclosures we may have already made with your authorization or that
may have been made on reliance of your authorization.

Use of unsecure electronic communications.

If you choose to communicate with us via unsecure electronic communications, such as regular email or text
message, we may respond to you in the same manner in which the communication was received and to the
same email address or account from which you sent your original communication.

In addition, if you provide your email address or cell phone number to a health care provider, we may send
you emails or text messages related to appointment reminders, surveys, or other general informational
communications. For your convenience, these messages may be sent unencrypted.

Before using or agreeing to use of any unsecure electronic communication to communicate with us, note that
there are certain risks, such as interception by others, misaddressed/misdirected messages, shared accounts,
messages forwarded to others, or messages stored on unsecured, portable electronic devices.

By choosing to correspond with us via unsecure electronic communication, you are acknowledging and
agreeing to accept these risks. Additionally, you should understand that the use of email or other electronic
communications is not intended to be a substitute for professional medical advice, diagnosis, or treatment.

Your Rights Regarding Your Health Information

You have the following rights regarding the health information we maintain about you:

Right to Inspect and Copy. You have the right to inspect and obtain a copy of your health information that
may be used to make decisions about your care, including medical and billing records. To inspect or copy your
health information, submit a written request to our Privacy Officer. We may charge a reasonable fee for
copying and mailing costs.

Right to Amend. If you believe that information in your record is incorrect or incomplete, you may request
that we amend it. To request an amendment, submit a written request to our Privacy Officer that includes
the reason for your request. We may deny your request in certain circumstances, and if we do, we will provide
you with a written explanation.

Right to an Accounting of Disclosures. You have the right to receive a list of certain disclosures we have made
of your health information. To request an accounting, submit a written request to our Privacy Officer
specifying the time period for which you want the accounting (not to exceed six years). The first accounting
in a 12-month period will be provided free of charge; subsequent requests may incur a reasonable fee.

Right to Request Restrictions. You have the right to request restrictions on how we use or disclose your health
information for treatment, payment, or healthcare operations, or to restrict disclosures to family members
or others involved in your care. We are not required to agree to your request except in one situation: if you
pay for a service or item out of pocket in full, you can ask us not to share information about that service or
item with your health insurer for payment or healthcare operations purposes, and we will honor that request.

Right to Request Confidential Communications. You have the right to request that we communicate with you
about health matters in a certain way or at a certain location. To request confidential communications, submit
a written request to our Privacy Officer specifying how or where you wish to be contacted. We will
accommodate reasonable requests.



Right to a Paper Copy of This Notice. You have the right to a paper copy of this Notice of Privacy Practices at
any time. You may also obtain a copy of this Notice by visiting www.mydcsi.com or by contacting our Privacy
Officer at the address provided at the end of this Notice.

Right to Be Notified of a Breach. You have the right to be notified in the event that we discover a breach of
your unsecured health information. Right to a Paper Copy of this Notice.

Changes to the Terms of This Notice.

We can change the terms of this Notice, and the changes will apply to all information we have about you. The
new Notice will be available upon request, in our facility, and on our web site.

Complaints.

If you have any questions about this Notice or our privacy practices, or if you believe your privacy rights have
been violated, you may file a complaint with us or with the Secretary of the Department of Health and Human
Services. To file a complaint with us, contact our Privacy Officer at the address and phone number below. You
will not be retaliated against for filing a complaint. you wish to exercise your HIPAA rights or make a complaint,
please contact our Privacy Officer.

Contact Information

Privacy Officer: Karene Wassef, MSHRM, PHR To File a Complaint with HHS:
Address:12788 Forest Hill Blvd, Suite 1004, Office for Civil Rights
Wellington, FL 33414 U.S. Department of Health and Human

o 619461701 Services200 Independence Avenue,S.W.
one: 40" Washington, D.C. 20201

Email: Karene@mydcsi.com Phone: 1-877-696-6775

Website:
www.hhs.gov/ocr/privacy/hipaa/complaints/




